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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

The following Editor’s Note is addressed in this contribution:

Editor’s Note: Further clarification on which one is accurate between local clock and timestamp in a SIB is FFS.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.27.2.2.1 Message timeliness

Three types of time variant parameters are often used to provide message timeliness or uniqueness, including random numbers, sequence numbers, and timestamps. 
A random number is often used in real-time interactive communication, such as a challenge-response authentication protocol, to ensure a response is uniquely computed based on a specific challenge. Since system information is not acquired by UE interactively with gNB, a random number is not suitable for providing message timeliness in system information. 

A sequence number, either a serial number or incremental counter value, can uniquely identify a message. To use a sequence number to detect replay attack, a recipient needs to receive each and every message from an originator (e.g., gNB) and also maintains a state (e.g., the latest sequence number) for the originator. These requirements do not hold in system information broadcasting, since a UE does not acquire every system information block from every gNB. Thus, sequence number is not suitable for detecting replayed system information.  

Timestamp can be included with a message to provide message timeliness to mitigate replay attacks.  It does not require any state to be stored by a recipient but requires the local clocks of a message originator and a recipient to loosely synchronize. Given that a UE synchronizes its clock with a gNB prior to acquiring system information, we suggest that it is reasonable to assume the clocks between UE and gNB can be loosely synchronized. Therefore, a timestamp is recommended for mitigating replay attacks. 

D8: A timestamp is included with each SIB, and is digitally signed along with the SIB to mitigate replay attacks.

A UE can check a timestamp in a SIB against its local time to see if the time difference is within an allowed window (t_w). The smaller the t_w is, the more likely a replay can be detected. Note that the timestamp in a SIB is based on the broadcasting gNB’s clock source, and the timestamp is checked by UE based on UE’s local clock. The broadcasting gNB’s clock source is likely to be more accurate as compared to UE’s local clock. The deviation between the clock source of gNB and UE’s local clock needs to be accommodated by the allowed window (t_w). When the clocks of UE and gNB are out of sync, UE behavior is described in clause 6.27.2.2.3. 


***
END OF 1nd CHANGE
***

